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Abstract. The paper presents the implementation challenges of a proof of concept development 

for a voting distributed application in an embedded device using the block-chain technology. 

First section is dedicated for the existing D-App voting solutions in the market and types of 

block-chains used for such applications. The second section shows the Ethereum (ETH) block-

chain technical details that are used by the proof of the concept. In the third section, there are 

highlighted the implementation details for the voting D-App deployed into an embedded 

device. The last section shows the conclusions and the security challenges.  
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1. Introduction and existing Voting DApp(s) 
Although multiple studies regarding the voting systems are done [6],[7], and multiple resources 

exist on the Internet about how to develop an e-voting application using block chain technology 

[8], [9], [10], [11], in the field, there are not many real implementations – especially in the 

embedded / IoT – Internet of Things area. The existing applications are not using the embedded 

devices and they are implemented directly into software on laptops/PC and only few of them 

with runnable code on smart phones. The proof of the concept presented in this paper highlights 

the security and advantage of the blockchain technology used into a e-voting application and 

launched a proposal of the improvement by using Java Card for the blockchain HD wallet and 

the smart phone device for the blockchain node which will run the application and the 

communications modules with other nodes from the proposed solution. 

 

2. Ethereum and Bitcoin Blockchain Technology 
Usually, the term Blockchain Technology refers to a collection of financial assets which allow 

to transfer the ownership of units of value securely. That collection of assets has specific 
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characteristics like transparency, mistrust and public accessibility by using public key 

encryption schemes and proof of work methods.  

Blockchain Technology eliminates the centralized control by a certain organization like a bank, 

company or government. It uses the decentralized consensus in order to keep the network 

functional. A better network security is achieved as much as the network grows and becomes 

more decentralized. 

Briefly, a blockchain is a chain of chronological blocks. A block represents an aggregated set 

of data that is collected and processed by the so called process of mining. The aggregated set 

of data must fit inside the block. Each block is identified by a cryptographic hash and a 

timestamp. A new block contains a cryptographic hash of the previous block so that the blocks 

to make a chronologically ordered chain ever generated in the entire blockchain starting with 

the so called Genesis Block.  

In the case of Bitcoin blockchain, a block contains data, Block Header, Block Identifies and 

Merkle Trees. 

Block Header contains metadata for a particular block such as cryptographic hash of the 

previous block in the chain, mining competition and Merkle tree root to summarize the 

transactions within the block. 

Block Identifies refers to the cryptographic hash that identifies a particular block uniquely. 

Merkle Trees refer to the structure of transactions within the block. They are used to validate 

the content of big data structures. The root of the Merkle tree summarizes data in the related 

transactions and it is stored in the Block Header section. 

Encryption is a core component of the Blockchain Technology. The asymmetric cryptography 

is used to ensure security for a blockchain-based network. In the asymmetric cryptography 

schemes, a key pair is used to perform encrypt/decrypt operations. The key used to encrypt the 

data is different from the key used to decrypt the data.  

Public key cryptography offers mechanisms for key establishment (protocols to setup the keys 

over an insecure channel), digital signatures, identification, encryption and decryption. 

There are three main classes of asymmetric algorithms [1], [4]: 

 Integer factorization – large integers are used to perform asymmetric cryptography 

operations. RSA is the main cryptography scheme included in this category. 

 Discrete logarithm – modular arithmetic is used to perform asymmetric cryptography 

operations. The modulo function is a one-way function so it is very difficult to find the 

input starting from the result. Diffie-Hellman is the common example for this kind of 

asymmetric cryptography. 

 Elliptic curves – it is based on discrete logarithm but in the context of elliptic curves. 

Elliptic curve is an algebraic cubic curve over a field defined by an equation. The curve is 

non-singular and this is the main advantage of this kind of asymmetric algorithm. Also, 

elliptic curve cryptography needs small key size in comparison with RSA for the same 

security level. Examples based on elliptic curves are Elliptic Curve Digital Signatures 

Algorithm (ECDSA) and Elliptic Curve Diffie-Hellman (ECDH) key exchange. 

Further, this paper will focus on Elliptic Curve Cryptography because the most known 

blockchain-based systems are based on that kind of cryptography scheme. 

Elliptic curve is based on an equation that generates a curve over a finite field. Defined as an 

equation, the elliptic curve is: 

 

y2 = x3 + Ax + B mod p 

 

A and B are parts of a finite field (Zp) or prime finite field (FP), and p is called point. 
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The figure 1 highlights the elliptic curve as a real number representation, according to the 

equation over real numbers: 

 

y2 = x3 + Ax + B 

 

 
Figure 1. Elliptic curve over real numbers [4] 

 

Over the previous elliptic curve graphical representation, a line could be drawn intersecting the 

elliptic curve in two points: P and Q, figure 2. 

 

 
Figure 2. Add a point over real numbers [1] 

 

The result of addition P + Q is the third point called R on the elliptic curve. The P and Q real 

number coordinates are added according to the following equation: 

 

(x1, y1) + (x2, y2) = (x3, y3) 

 

where P has the coordinates (x1, y1) and Q has the coordinates (x2, y2). 

The equation of point addition is: 

 

x3 = s2 – x1 – x2 mod p 

y3 = s (x1 – x3) – y1 mod p 

 

As result: 

 

𝑆 =  
(𝑦2 − 𝑦1)

(𝑥2 − 𝑥1)
 𝑚𝑜𝑑 𝑝 

 

where S represents the line through the points P and Q. 

Point doubling is the process where P is added to itself. Figure 3 depicts how the line is drawn 

for point doubling. 
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Figure 3. Point doubling over real numbers [1] 

 

The equation of point doubling is: 

 

x2 = s2 – 2 x1 mod p 

y2 = s (x1 – x2) – y1 mod p 

where P has the coordinates (x1, y1). 

As result: 

𝑆 =  
3 𝑥1

2 + 𝑎

2 𝑦1
 𝑚𝑜𝑑 𝑝 

where S is the slope of tangent line going through P. 

Under certain conditions, all points on an elliptic curve form a cyclic group. On an elliptic 

curve, the public key is a random multiple of the generator point. The private key is a randomly 

chosen integer used to generate the multiple. So, the public key is a point on elliptic curve, and 

the private key is a randomly chosen integer. 

For instance, Bitcoin uses SECP256K1 specifications recommended by [5], section 2.4.1, 

figure 4. 

 

 
Figure 4. Recommended parameters for Elliptic Curve Cryptography  

used in Bitcoin [5] 

 

The recommended SECP256K1 parameters have the following meanings: 

 P is the prime p and represents the size of the finite field. 
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 a and b are the coefficients of the elliptic curve equation. 

 G is the base point that generates the required subgroup. It is called generator and could 

be represented both in compressed and un-compressed form. 

 n is the order of the subgroup. 

 h is the cofactor of the subgroup. 

The elliptic curve cryptography is used to generate Bitcoin address. A Bitcoin address is an 

identifier containing alphanumeric characters that represents a destination recipient for a 

Bitcoin transfer. Currently, there are three Bitcoin address formats: P2PKH, P2SH and Bech32. 

The generation of Bitcoin address is presented in figure 5. 

 

 
 

Figure 5. Generation of Bitcoin Address 

 

Besides the Bitcoin address generation, the elliptic curve cryptography is used in blockchain 

to validate the integrity of the blocks chronologically. 

Generation of the digital signature follows the function: 

Sign = Fsig (Fhash (t), pKey) , where: 

 pKey is the signing elliptic curve private key. 

 t is the transaction or part of it. 

 Fhash is the hashing algorithm. 

 Fsig is the signing algorithm. 

 Sign is the resulting signature. 

As a data structure, a blockchain is a back-linked list of blocks of ordered transactions. Each 

block is identified by a hash value (SHA256 cryptographic hash algorithm) saved into the block 

header. According to Bitcoin implementation, the block structure contains several sections 

according to the following table. 

 
Table 1. Bitcoin Block Structure 

Section name Section Length (Bytes) Description 

Bloc Size 4 The size of a block in bytes 

Block Header 80 Content of the Block Header structured 

in fields 

Transaction Counter 1 to 9 Number of transactions 

Transactions Variable Records regarding the transaction data 
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The metadata about the block are stored within the Block Header. The structure of the Block 

Headers is detailed in table 2. 

 
Table 2. Block Header Structure 

Section name Section Length (Bytes) Description 

Version 4 Version number for tracking 

Previous Block Hash 32 Hash value of the previous block in the 

chain 

Merkle Root 32 Hash value of the root for Merkle tree 

regarding the current block transactions 

Timestamp 4 Value regarding the time when the 

block has been created 

Difficulty Target 4 Difficulty target of Proof-of-Work 

algorithm 

Nonce 4 Counter for Proof-of-Work algorithm 

 

When a Bitcoin transaction is created, following actions must be performed: 

 Hashing of the previous transaction. 

 Hashing of the receiver’s public key. 

 Signing the transaction by using the sender’s private key. 

 Verification of the sender’s signature. 

Private keys, public keys or Bitcoin addresses could be stored by wallet software. Also, the 

wallet software could have additional functions to manage and carry out transactions. There 

are more wallet types [1], [2]: 

 Non-deterministic wallets contain and manage private keys only. Challenges aim the 

management of a large number of keys and regular backups to prevent theft or loss. 

 Deterministic wallets contain keys derived out of a seed value by using hash functions. The 

private key management is easier because the seed number could be used to recover the 

keys. 

 Hierarchical deterministic wallets store keys in a tree structure derived from a seed. A 

master key is generated from the seed and derived keys are generated successively from 

the master key. The tree structure of keys is easily recoverable, maintainable and portable 

if the master key is known. 

 Brain wallets store keys derived from a master key which is generated from the hash of 

passwords that are memorized. The attacks are possible by guessing or brute force methods. 

 Paper wallets are paper-based wallets where the keys is printed on the physical material. 

The challenge is to ensure the physical security of the paper. 

 Hardware wallets store keys on temper-resistant devices like secure element in NFC-

enabled phones. 

 Online wallets store keys online and the access to them is made via cloud infrastructure 

services. The challenge is about the user trust in the online wallet service provider. 

 Mobile wallets are installed on mobile devices. Such wallets use hardware capabilities of 

the mobile device to easily make transactions. 

Besides the cryptocurrency transactions, the Blockchain Technology has become the base for 

Blockchain platform development by companies in order to get a safer and more effective 

business. 
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3. Voting DApp Solution implementation in Embedded Device 

Figure 6 shows the hardware architecture of the e-Voting D-App using Etherum blockchain 

technology connected to a Raspberry Pi board via GPIO pins.. 

 

 
Figure 6. Hardware architecture of the e-Voting D-App using Etherum blockchain technology 

 

The software components architecture is in figure 7 and the diagram shows all the involved 

components in a single node of this application (each voter has a board for the elections and 

the Ethereum node software running). 

 

 
Figure 7. Software components within a node from the Ethereum blockchain 
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In figure 7 from top left there is a terminal application in the embedded device which is running 

and interpreted in node.js. The buttons event from figure 6 are captured in Java DIO library 

over GPIO pin and then, a ECMAScript/JavaScript/node.js script is triggered to create RPC – 

Remote Procedure Calls to the Ethereum Virtual Machine – EVM. The EVM is linked to an 

Ethereum wallet as MetaMask and the EVM is capable to run the smart contracts byte-code 

generated by solc compiler. Each vote is a transaction which is stored in the local node in the 

embedded device and then, the entire blockchain is synchronized with all the nodes within the 

network. Each of the voters has an embedded device for the election process. Figure 8 shows 

the fact that any of the voters can check in any moment the anonymous voting process and how 

many votes have each candidate in the election process. 

 

 
Figure 8. The web interface for displaying the votes number on each node  

 

The top right of the figure 7 (the web browser results) are detailed in figure 8. For each 

registered vote a transaction is triggered in the global blockchain. From each wallet and node 

associated to a voter only one vote/one transaction with success can be made. In the end of the 

process all the nodes can see in a decentralized manner the votes numbers for each candidate. 

 

4. Conclusions and Security Challenges 
In terms of the security, each transaction is digitally signed and hashed with the cryptographic 

algorithms according with the second section of this paper – using Ethereum standards (e.g. for 

hash crypto function is usedSHA-3 with 256 bits block). The cryptographic algorithms are 

running on the CPU of the embedded device and for the moment, even if the controller is ARM, 

the application is not running in TEE – Trusted Execution Environment / ARM TrustZone. As 

a future development, the team is targeting to develop a Java Card applet which will run into a 

dual interface smart-card (contact and contactless) and to migrate the embedded node’s 

machine code into a mobile application Then, from the mobile device, the candidate is chosen 

from the GUI of the mobile application and the transaction of the vote will be digitally signed 

and hashed by the smart card which is a tamper resistant CC/FIPS EAL 4+ certified state of 

the art secure element. The communication between the mobile application and the smart card 

can be done contactless via NFC – Near Field Communication / RFID chip of the smart phone. 
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In the future phase, the proposed solution will be resilient to all known attacks from software, 

hardware, and logical point of view. 
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