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Abstract. Processing large volumes of data is still a performance or a cost issue for many
business and also for research, despite current developments in hardware, the increase
availability of different Cloud Services or the growing implementation of solutions from
different fields like Machine Learning or Artificial Intelligence. The reason is simple, business
and clients produce more and more data exceeding too fast the current processing capacity or
the cost limits of an owner to process it. In this paper we address the problem of providing data
processing capabilities to universities or other institutions that lack a proper infrastructure or
required budgets but have access to large volunteer communities that can share their devices
and their computation power to form ad-hoc data processing networks for limited time. In
order to overcome problems common to the management of large networks and to the
distribution of cross-platform software clients we propose a decentralized architecture that
will use Internet technologies as the ground base for running Web-based applications.
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1. Introduction

For research, processing of large data has become a normal state because the questions for
which an answer is desired have become more and more complex and involve solutions from
areas like Artificial Intelligence or Machine Learning. Having large volumes of data to train
and refine the models is a ubiquitous requirement. Storing these large data volumes and
processing them in a limited time are two distinct problems of their own and dealing with them
has pushed the IT industry to provide new technologies and services in order to solve them.
Some of these solutions have opened new business which provide Cloud services, hardware
and also software, on a pay by use approach. But they all rely on the global network, the
Internet.

While in a centralized network, a central server is the main target to which users connect along
with their data, making data more vulnerable, a decentralization offers a more secure
environment in terms of data storage and interaction. Decentralization does not mean just more
protection to data, but it also offers more power to the users, giving them complete control over
the data they own and share.
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For a system to be considered as being distributed, multiple components having their own
behavior must be coordinated using message passing over a network. The components are
managed by a single root authority. Adding multiple authorities that control different
components, a distributed network can turn into a decentralized one, where no single authority
is fully trusted by all others.

& 8

(A) Centralized (B) Decentralized (C) Distributed
Figure 1. Different types of computer systems. Source: authors

Decentralization, as depicted in Figure 1(B), can be obtained by different architectures, such
as user-based infrastructure, user-independent infrastructure and hybrid systems. In the case of
user-based infrastructure, the networks rely on users for the purpose of resource contribution,
bandwidth and storage. For user-independent infrastructure, the system is designed over nodes
that are not users. As an example for hybrid systems, we can relate to the case of Tor, where
the process is shared also by users and nodes run by third-parties, [1].

The idea of providing decentralized architectures for different Internet services is gaining more
momentum as well-known centralized solutions prove to have serious privacy issues, like the
Cambridge Analytics scandal [2] or are more prone to major Internet backbone Denial of
Service (DoS) attacks [3]. Also, the hype and fast adoption of cryptocurrencies systems, like
Bitcoin [4], are supporting the same idea, as they provide a decentralized digital currency
systems.

Recently, new decentralized architectures are proposed in order to provide a more user privacy
oriented services, like Tim Berners-Lee SOLID project [5], [6], or to provide a more efficient
backup and content deliver for Internet available files and resources, [7], [8].

2. Distributed data processing architecture in a decentralized Internet

The proposed architecture will address the issue of distributing intensive processing tasks to
temporary clients that will share their computing power over limited time periods. The idea is
similar to the SETI volunteer distributed computing project [9] in which different users share
their computers processing power to analyzed data. This can provide high computational
capabilities that can’t be achieved with classic investments and budget constraints. For
example, a study conducted in 2009 by the BOINCStats platform [10] showed that the clients
were providing an average computational power of 617 teraflops to the program. Running the
solution implies some costs, it’s not free, but they are distributed over multiple clients and it is
mostly resumed to some additional costs to the electrical bill.

This kind of volunteer ad-hoc networks offers an efficient intensive data processing solutions
to limited budget socio-economic entities. Budget or infrastructure constrains are common
problems to universities or public founded research facilities and they need to address it by
finding cost efficient and alternative solutions. In this context, the proposed decentralized
architecture is designed primarily for environments, like universities, that are described by the
existence of:

= awide network of interconnected devices that combine intranet and Internet connections;
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a large base of users that use their own devices for computational tasks;

a community of users that can voluntarily share processor time to others;

the need to process large volumes of data or to conduct complex experiments that require
high computing power.
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Figure 2. Ad-Hoc architecture for data processing in a decentralized system. Source authors

The proposed architecture, as described in Figure 2, is:

a decentralized network deployed over Internet or limited to a local intranet; rather than
concentrating everything in a single central point; the data is distributed over a multitude
of local points that can provide failsafe backup solutions or provide faster access to clients
which are in the same network;

an ad-hoc data processing network as the users will provide their devices capabilities as a
volunteer; there are multiple solutions for ad-hoc data processing in the Cloud, like [11],
than can be applied in architectures like this one.

based on Web technologies, as the data processing clients are using a cross-platform
solution; the clients are routines that will run in browsers and the communication is
conducted over HTTP or HTTPS protocols.

Mapping this concept in a University context is done by

providing Internet based services that can be accessed from the university own
infrastructure or over the Internet; this can be easily implemented as it will reuse the
existing infrastructure without changes;

allowing students and staff to voluntarily share their devices processing capabilities on their
own timetable;

integrating clients devices without the need of additional software as long they have a
browser

Moreover, the decentralized approach will assure a high level of privacy as users specific data
is stored only on their client device and is available only the users are connected to the network
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and they allow it. Also, common data can be shared between multiple clients acting as a backup

system or as a distributed content delivery system.

The proposed architecture needs to address issues regarding:

= synchronizing clients requests for data processing sessions and their response. To minimize
the complexity of the communication protocol between nodes and clients we propose a
process which is based entirely on client requests in which available clients will have full
control over their availability and their request to process data. The architecture is a
dynamic one and is controlled entirely by the clients as they will connect to intermediary
nodes in order to request data. At any point in time, the number of clients will vary from
none to any number of connected clients;

= the distribution of tasks between available clients. Intermediary nodes must synchronize
between them in order to manage the consistency of provided data and also in order to
distribute available data to clients. For clients this will be a transparent process as they will
only request new data and deliver results. In order to reduce complexity a round-robin
approach is implemented, as each client will receive next data batch to process when it will
request it;

= availability of data and services. Available resources must be efficiently used because in
this ad-hoc architecture the system must use at maximum the availability of a large base of
clients. Therefore, in this decentralized network overloaded intermediary nodes can redirect
client requests to other.

3. Browser based processing using WebAssembly

More and more applications are using browsers as the main execution platform. This approach

has some significant advantages as

= s providing cross-platform portability because the application will run on any browser,
removing any dependencies on the home Operating System; Web applications will provide
same user experience on any OS, like Windows, Linux, Chrome OS and others, as long as
you can install a browser;

= removes dependencies on hardware and processor types; being able to run an Operating
Systems you solve all these dependencies and you decouple them from the Web application
development;

= you have a wide range of multiple technologies and frameworks that provide great
flexibility in developing different types of Web applications, like Single Page Applications
(SPA) [12], Multiple Page Applications (MPA) [13]. Progressive Web Apps (PWA) [14]
or just simple plain Web sites; the greater the interest in this area will provide more stable
and powerful tools

= less dependencies on other software libraries; the browser will act as an independent
execution container for the Web application.

Beside these advantages, users are becoming more mobile and more Web. Usage analysis made

by researchers and marketing companies are showing a very big performance boost for

solutions that implements web assembly approach. WebAssembly [15], [16] was developed to

allow programmers to get access to a set of tools for writing code that runs close to the

performance of native implementations. One of the key factor features of WebAssembly is the

possibility of parallelizing a task on the web using real multithreading approach. JavaScript is

a single threaded sequential language that get use of the browser’s event loop that is using web

workers. The difference between web workers and threads is that a worker that is used by the

browser is not allowed to share mutable data with another worker, thing that is made possible

with using threads in WebAssembly [16]. Considering the power of processing found on client

devices WebAssembly creates an opportunity that wasn’t available before: moving the
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execution of heavy operations from server side to client side, resulting in a cost reduction for
the servers in cloud. The wasm code that is ran in the browser is executed in a safe memory
space, so that gives the frontend world a secure execution context. WebAssembly can be
compiled from different languages, such as: C/C++, Go, Rust or even JavaScript, giving the
flexibility of choosing a desired programming language.

4. Conclusions and further research

The need for processing large data volumes is becoming a constant for many fields, scientific
or socio-economic, and the pace at which new data is collected is much faster than the
development of the infrastructure that can store or process that data. Cloud services can fill up
this gap but they come with costs, from different perspectives, financial, performance, security
and privacy.

One way to address this problem is to try to build that infrastructure and to control it, with the
advantages and disadvantages that derive from this approach. The alternative is to build a
community in which the effort is distributed among multiple entities which share that control
and the costs in order to reach common goals. For distributing data processing this can be easily
achieved with today available technologies, both in software and hardware. There are specific
contexts in which the data security problems may limit this kind or approach but for public
projects or university ones, decentralizing the systems and allowing client to join and share
their computational resources may be the natural solution that will overcome budget constraints
or limited available infrastructure.

Implementing a prototype of the proposed decentralized architecture will highlight the benefits
but also will help identify specific problems which may be not visible from a global
perspective, at this moment.
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